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Well designed portals can provide user communities with easy and intuitive 
access to high performance computing resources, applications, collaborators 
and data. Generic portal interfaces can, for example, provide information 
about available compute resources, launch and monitor application across 
distributed machines, and search catalogues for files and metadata. 
Customized interfaces can serve particular communities of users with high 
level tools specific for their applications and data needs, and can provide a 
mechanism for these virtual organizations to share parameter files, 
configurations, workflows, data and visualizations.
Building on projects at LSU to provide application portals to petroleum 
engineers, coastal scientists, and astrophysicists, and general user portals to 
LSU HPC users and LONI (Louisiana Optical Network Initiative) [1] users, 
we will present the work being undertaken to provide new capabilities to the 
LONI community through the NSF CyberTools project [2]. This work will 
extend the existing LONI Grid Portal [3],[10] to provide interfaces to the 
advanced cyberinfrastructure being developed in CyberTools and being 
deployed across LONI to enable scientific research, including co-allocation 
of resources (HARC) [4], data management (PetaShare) [5], HPC toolkits 
(Cactus) [6], Grid development toolkits (SAGA) [7].

The current LONI portal is being extended to use the VINE toolkit [8] for 
enhanced authentication and authorization with account and credential 
management that supports several backend technologies (see Fig.1). We 
have specifically enabled VINE to authenticate the portal users via the 
central LONI LDAP user directory that holds the account details for users 
from all the participating institutions. VINE provides support for numerous 
grid middleware protocols and standards and thus enables file management 
and job management interoperability in a transparent way via the portal. 
There is also provision for configuration of essential grid-provided resources 
that are to be available from the portal.

The LONI portal attempts to bring together the many geographically 
disparate scientific communities of Louisiana. There is a great need for 
project membership access control and role-based authorization enforcement 
for the scientific collaborations supported by LONI. To support the various 
communities of scientists served by LONI, we are researching methodologies 
to compartmentalize user groups via resource access control, essentially 
enforcing a Virtual Organization (VO)-like membership authorization to Grid 
Portal-provided services. This is a very desirable functionality as different 
scientific groups have different application requirements that need to be 
supported through the same underlying platform.

Our aim is to supply an efficient technical solution that will be able to 
provide a scalable infrastructure for identity management that can be 
deployed in a distributed manner between the participating institutions and 
groups. By leveraging the existing back-end user authentication databases 
deployed in each party, and by making use of well-established technologies 
and services, we propose a solution that integrates well with the Globus
Toolkit [9]. The suggested approach, will be able to map account identities to 
grid-supported user credentials that can be also syndicated between 
institutions based on trust relationships. The credentials will be also enriched 
with authorization related information denoting the access permissions of 
each user to be enforced by a policy decision point. This infrastructure will 
essentially enable the support for Virtual Organization and membership 
access control to be integrated in the portal environment.

An Always Available, ScalableAn Always Available, Scalable
PortalPortal

One of the essential requirements for the LONI portal is to be able to sustain 
the large number of scientists and users that need access to the services 
provided. We are looking into designing a highly available infrastructure 
setup, supporting failover of critical services at multiple levels in order to 
support the needs of the Louisiana scientific community (see Fig.3). This 
aims to support the large number of concurrently logged in and 
simultaneously working scientific application users. This will involve 
research challenges in portlet session replication across a set of clustered 
application servers hosting the grid portal services. The load-balancing front-
end will appropriately redirect incoming connection requests to a portal 
server based on flexible policies.
We are targeting to enable a smooth user experience, oblivious to any 
unexpected disruptions in the services that will be transparently restored due 
to the proposed failover redundancy setup. This design will lead toward a 
reliable infrastructure that will be able to support the increasing number of 
users, and will avoid having a single point of failure.

The very dynamic nature of the Grid and the constantly  changing structure of 
organizations introduces new challenges and requirements. The portal is a 
flexible platform, tailored to accommodate the various needs of the scientific 
community. Providing such an infrastructure poses several software design and 
engineering considerations that are not limited to the construction and 
presentation of a web interface, but also include the underlying system support. 
Such a system involves multiple hierarchical levels of engineering operations. Figure 1. The various functionality components provided by  the Grid 

portal, and the many different back-end services.

Figure 3. A possible network setup design providing high-availability through
failover redundancy at multiple layers.

A possible conceptual view of the authentication and authorization process 
(see Fig.2) can be the following,  taking place before the request of some
grid operation. Initially a user requests a credential from the secure 
repository, which attempts to authenticate the request by accessing a back-
end user directory. In the case of successful authentication, a credential with 
embedded authorization attributes, which denote the desired policies for 
access control and project membership, is returned to the user. If the user 
can not be verified to exist in the local user directory, a transparent request is 
made via a federated identity system that is configured to communicate and 
trust with other trusted organizations’ user directories.
Then a submission of any grid-provided functionality request can be made, 
containing these credentials. The proper grid middleware component is 
responsible for dynamically mapping the request credentials to a local 
system account workspace, and proceed with the request execution pending 
also the enforcement of the various authorization constraints and restrictions  
that might be present in the supplied credential.

The LONI PortalThe LONI Portal
The LONI portal is a combination of various portal applications that can be 
used by research scientists who utilize LONI grid and high performance 
resources for carrying out their simulations and experiments, System and 
Grid Administrators who work toward making LONI resources highly
available to the user community and network engineers who monitor the 
traffic on LONI  network.

The current LONI Portal is built using the open source grid portal 
framework Gridsphere, with the authentication mechanism being LDAP. 
The servlet container used by the LONI portal is Apache Tomcat 5.5.  
Gridsphere comes with out of the box Gridportlets like job submission 
portlet, file browser portlet, etc that have been customized for LONI grid. 
LONI Portal also hosts other grid related portal applications like the GPIR 
resource browser, grid resource monitoring and allocation information.  
Network monitoring and router configuration portlets like MRTG and 
RANCID are also presented by the portal which also includes some static 
information and help portlets.

Vine is a modular and extensible Java grid application  framework that can 
be utilized as a building block for developing stand-alone, servlet-based or 
portlet-based web applications. It offers a structured view of resources and 
can manage several grid services. Vine provides a collective way to divide 
users into disparate administrative domains, and caters a wealth of different 
security mechanisms for user authentication and authorization. A collection 
of standard portlets that are built on top of this framework are provided with 
Vine, and take place of the common grid portlets’ functionality, including 
but not limited to account & credential management, resource management 
and job submission and monitoring (see Fig.1).

Figure 2. Proposed authentication and authorization operation flow in 
support of virtual organizations, extended access controls and federated 
identifies.


